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Common Definitions of Utility

Fidelity Replicability







Model Averaging
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Attribution Disclosure

Sex Year of Birth NDC
Male 1975 009-0031
Male 1988 0023-3670
Male 1972 0074-5182
Female 1993 0078-0379
Female 1989 65862-403
Male 1991 55714-4446
Male 1992 55714-4402
Female 1987 55566-2110
Male 1971 55289-324
Female 1996 54868-6348
Male 1980 53808-0540

Quasi-identifiers New Information
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Attribution Disclosure

Commonly used threshold of 0.09 for disclosure risk
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Membership Disclosure
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Membership Disclosure

Commonly used threshold of 0.2 for membership disclosure
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Zero Risk
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SOCIAL LICENSE
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TEN THINGS
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1. Replicability is the most important utility measure

2. There are metrics to measure replicability

3. Final analysts from synthetic data must be averaged across models

4. There is variation across generative model performance

5. Sequential synthesis produces competitive results on tabular data

6. Stop using similarity metrics for privacy assessment

7. Use ethics reviews to manage attribute disclosure

8. Simulation of patients is the next major application

9. There is a need for operational standards and guidelines supported 

by regulators

10. Scalability of generative model training is a becoming a practical

challenge



QUESTIONS
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